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Example

Camera Import

@ A camera has been detected.

There are photos on the camera, Would you like to
add these pictures to your album?

lgnore ‘ Impaort Photos

® Plugging in an a digital camera

user space driver (libgphoto2) provides XML
files for identifying hardware
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Power Very Low

The Wireless mouse device attached
to this computer is low in power
(14%). This device will soon stop
functioning if not charged.

® |[ntegrated Power Management
Support for: ACPI, APM, PMU, USB UPS's,
wireless USB keyboard/mice batteries



Example
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Wireless Networks
datavalet
DICE
MRGLE

RH Boston

Connect to Other Wireless h

Create New Wireless Netwo

Network Management

*Wired, Wireless, Ad-Hoc
*WEP, WPA - passwords stored in user's keyring
*plug-in based VPN (vpnc, openvpn, ipsec, pptp)



w CURW/DVLDIERW Lrive Froperties El L sanbisk Cruzer Microt sekret Froperties \;l

[—— [r——
Basic | Emblems | Permissions | Motes | Drive Basic | Emblems | Permissions | Notes | Drive | Volume

Vendor: Label: ssKret

Model: MATSHITADVD-R U)-857 Size: 9759 MB
Serial: Media: Removable Hard Disk

Firmware: HAE4 UUID: 44BD-7162
Connection: ATA File System: wvfat (FAT32)

Media: CD-RW/DVD+RW Drive Mount Point: /medial/kernel-slackers
Removable: Yes (ejectable) File System: msdos

External: No rw nosuid nodev noexXec fmask=0177
Mount Options: _ B
=~ Settings dmask=0022 codepage=cpd37

Mount Point:

Mount Point: |kernel-slackers
File System:

File System: |msdos
Mount Options:
Mount Options: |frmask=177
Setbings fora dnve affects all valumes inserted in
the drive. This can be overniden for individual Changes in settings will not take effect until the
volumes using the "Volume" ab. valume is remoun =g,

| &1 Help | | % Close | ‘ & Help | ‘ % Close

mount preferences stored in user's desktop
session - per drive and/or volume




fE‘ The storage device USE DISK 2.0 contains

encrypted data. Enter a password to unlock.

Password: | u“.l

| | Remember passward far this session

| | Sawve password in keyring

|ﬁ§.1r1ce| | Connect |

® Plugging in an USB stick with an
encrypted file system

LUKS, dm-crypt, cryptsetup



How does all this
work?

® kernel
® udev
o HAL

® D-BUS

® User session



How does all this
work?

® The kernel discovers the device and
exports its state in sysfs

/sys/block/sda
-- dev
| -- iosched
| | -- antic expire
| |-- est time
| | -- read batch expire
| | -- read expire
| | -- write batch expire
| "-- write expire
|

-- read ahead kb
"-- scheduler
-- range
-- removable
-- sdal
| - - dev
|-- size
| -- start

I
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I
| " -- stat



How does all this
work?

® udev receives the events over
netlink

add@/class/input/devices/input5
ACTION=add
DEVPATH=/class/input/devices/input5
SUBSYSTEM=1nput

SEQNUM=1166

recv(3,"add@/class/input/devices/input5\0ACTION=add\ODEVPATH=/class/
input/devices/input5\0SUBSYSTEM=input\OSEQNUM=1166\0CLASS=/class/inp
ut/devices\OPHYSDEVPATH=/devices/pci0000:00/0000:00:1d.1/usb2/2-2/2-
2:1.0\0OPHYSDEVBUS=usb\OPHYSDEVDRIVER=usbhid\OPRODUCT=3/46d/c03e/2000
\ONAME=\"Logitech USB-PS/2 Optical Mouse\"\OPHYS=\"usb-0000:00:1d.1-
2/inputO\"\OUNIQ=\"\"\OEV=7\0KEY=70000 0 0 0 0 0 0 0 O\OREL=103\0",
2048, 0) = 383



How does all this
work?

® udev creates device nodes, runs
modprobe and other programs, and
passes the event over a socket to
the HAL daemon

KERNEL=="mice", NAME="input/$kernel name", MODE="0640"
ACTION=="add", SUBSYSTEM=="pci", MODALIAS=="7*",
RUN+="/sbin/modprobe $modalias"”

SUBSYSTEM=="scsi device", ACTION=="add", RUN+="/sbin/modprobe sg"

IMPORT{program}="/sbin/vol id --export $tempnode" \
ENV{ID FS UUID}=="7?*", SYMLINK+="disk/by-uuid/$env{ID FS UUID}"

RUN+="socket:/org/freedesktop/hal/udev event"



How does all this
work?

® HAL receives the event, investigates the
device, and creates a representation in
Iits own device tree

File View Help
Devices
@ RL5c476 [T Type |Value
@l AR5212 B02.11abg NIC - -
@i Mobile 915GM/PM/GMS/910GML Expres | INUX - string
= @ Mobile 915GM/PM Express PCL Express string
124 1T [FireGL M24 GL] int
@i 82801FBM (ICH6M) LPC Interface Bridg| | | Volume.fstype string
< @i 82801FBM (ICH6M) SATA Controller volume.fsusage string
CSI Host Adapter volume.fsversion string
cSI Device volume.is_disc int 0 (0x0)
 HTS726060M9ATO0 volume.is_mounted int 1(0x1)
- @ Volume (swap) volume.is_partition int 1(0x1)
- volume.label string home

= root volume.mount_paoint string /home

- ‘: B2801FB/FEM/FR/FW/FRW (ICHE Famil volume.num_blocks int 68356575 (0x41309df)

<~ & UHCI Host Controller volume.partition.msdos_part_table_type int 131 (0x83)
i = USB Hub Interface volume. partition.number int 3(0x3)
< @i 82801FB/FBM/FR/FW/FRW (ICH6 Famil volume.policy.desired_mount_point string home
<+ & UHCI Host Controller volume.policy .mount_filesystem string ext3
i = USE Hub Interface volume.policy.should_mount int 1(0x1)
- Lﬁ';:bL.ISEs—PS,.I Optical Mouse volume.size long 34998566400 (0x82613be
= USE HID Interface volume.uuid string 7a21d296-fd0d-40df-ac




How does all this
work?

® HAL merges properties into the device
object from

® what the kernel knows
® poking the device
® the system configuration
® hardware databases
® quirks
® information

® user space drivers



How does all this work?

® HAL addons

® Kind of a “daemon” process tied to a
device

® HAL controls the addon's life cycle
® Sort of a “Driver” in user space:

® usbhid UPS

® Backlight LCD controls

® Battery levels for wireless mice and
keyboard

® ... but also used to e.qg. poll removable
storage drives every two seconds



How does all th|s work?

TR

Computer is running on AL._ power
LEVICE Manager

LJ F’E- l‘llt J1:Lr3|r1g (
Help

I:j | Dwicelé Advanced [

.
= USE Hub Interface | Key
*Deskjet 3840 battery.charge_level current i Q0 (0x5a)
T USE Printer Interface| battery.charge_level design int 100 (0x64)
iy Deskjet 3840 battery.charge_level.last_full 100 (0x64)
= Back-UPS Pro 500/100C]
T USE HID Interface | battery.charge_level. unit strlist percent
- battery.is_rechargeable bool  true
= USE Reader battery. model strlist 818.wl.D
7 2 USE Mass Storage | | hattery. present bool  true
= 5 5C5| Host Adapti| battery.rechargeable.is_charging bool false
- O SCSl Device | battery.rechargeable.is_discharging bool true
O USE 5D Re| battery.remaining_time int 1072 (0x430)
i SCSl Device | hattery. serial strlist QB0435136106
T USE CF Re[ | | battery.technology strlist PbAc
O 5C5I Devic battery.type strlist ups
s USE SM Ry battery.vendor strlist APC

S5CS| Device hiddev.application_pages strlist [u'FPower Device F‘ai

® For the UPS, the battery.* properties
are populated from the HAL addon




How does all this work?

® HAL uses D-BUS to tell all subscribed
listeners about the new device

® The user session reacts

starts programs

configures device according to user
settings

shows icons

running programs update their user
Interface



How does all this
work?




How does all this work?

® | UKS encrypted storage setup

New LUKS
Device Volume
add ™ (/dev/sdall”

cryptsetup

Plug
In

New
kernel Device > Volume New Volume
add (/dev/dm-Or Volume Manager
Mount
Volume

Volume
mounted




Justification

® Moves device / system — specific
knowledge from lots of applications into a
central location

® Also beats the crap out of your drivers,
e.g. NetworkManager

® Same device discovery / configuration API
on all Linux distributions and other OS'es

® Encourages to store settings in the user
session rather than in /etc

® Allows GNOME, KDE to actually
sanely integrate with the system



What's next?

® Continue providing useful API's for
desktop use, for example

® Bluetooth
® Disk formatting
® Performance / Optimization work
® Not a problem on the usual desktop PC
® |mportant for

® Embedded (Nokia Maemo, OLPC,
Palm etc.)

® Big Iron (thousands of devices)

® \We haven't done much work on this yet



What's next? (cont'd)

® Privileges - “what users are allowed to

use t
® Rig

ne APIl's in HAL”

Nt now it's all or nothing (console

user or group membership). Broken.

® \Working on a freedesktop.org project to
address this (PolicyKit)

e 1.07

® API/ABI stability - for HAL this means
stability of the API's provided via D-BUS

e API

stability of HAL extension points?

® Needs a lot of thought — and work...



Call to Action

® Drivers

® Make them robust enough to handle
poking by HAL and NetworkManager

® Export useful information in sysfs
® Be a good citizen
® Don't ignore hotplug / udev
® \We're looking at you device-mapper

® Error reporting other than printk please

® Jun 18 19:01:54 zelda kernel: NTFS-fs error
(device sda4): load system files(): Volume is
dirty. Mounting read-only. Run chkdsk and
mount in Windows.



Call to Action

® HAL authors are not kernel experts, yet it
touches a lot of subsystems

® | ook at HAL sources to see if HAL does
anything stupid with your subsystem

® Don't write stand-alone user space
daemons that read settings from /etc

® |t just doesn't integrate well with the
desktop - settings need to come from
the user session

® Start participating
® Mailing list:
® |RC: #hal on freenode
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